
GFOC Journal 
Compliance Exposure and Risk Mitigation Considerations for Family 
Offices

 Risk Intelligence



54   |  GFOC Journal   |   2019 www.globalfamilyofficecommunity.com   |   55

gfoc family office issues

Nick Parfitt
-
Head of Market Planning at 
Acuris Risk Intelligence
-
www.acuris.com
nick.parfitt@acuris.com 

COMPLIANCE 
EXPOSURE AND 
RISK MITIGATION 
CONSIDERATIONS 
FOR FAMILY OFFICES

Set up to manage 
the wealth of 
ultra-high net 
worth families or 
individuals, family 
offices can handle 
anything from the 
essentials of wealth 
management, 
philanthropy or fine 
art investment to 
planning private 
education for 
children.

H
owever, despite their 
financial capability 
and the size of the 
transactions and 
investments they work 
with, Family Offices 
have operated ‘under 
the radar’ for many 

years. This is because unlike investment, wealth 
management or real-estate firms, family offices 
have been able to manage their wealth without 
the need to register or answer to regulators.

Their numbers are growing: while in 2008 
there were around 1,000 single-family offices in 
the world, just a decade later EY reported their 
numbers to have exceeded 10,0001.

Even these statistics may not show the full 
picture, because family offices are often not 
required to register or have a licence for their 
investment activity and they are by nature very 
discreet.

Two factors have driven the rise of family 
offices around the world: it now takes less time 
to accumulate wealth; and there is far greater 
entrepreneurial potential. The result is that the 
world’s billionaires have grown to the extent 
that, according to Forbes, 2,000 individuals 
today have a combined wealth of more than 
$9tn2.

Given their success, one trend today is for 
single-family offices to merge into multi-family 
offices.

The Rockefeller family office, for example, 
currently has over 250 clients. And as 
the concentration of wealth grows, family 
offices are also looking to hire more talent, 
for example chief investment officers, chief 
operating officers, chief financial officers and 
legal counsel. This growth trend has not gone 
unnoticed by others working in the same field, 
with hedge funds converting to family offices 
and big banks looking to appoint senior family 
office bankers.

Associated risk
However, despite their many strengths and 
advantages, family offices cannot escape the 
operational risks they face, which are similar 
to other mid-size corporates or financial 
institutions: notably, fraud, cybersecurity, and 
regulatory and compliance risk.

Fraud and cybersecurity are key risks for 
family offices and can affect the business in 
many ways, resulting in reputational damage, 
information leaks, identity or original works 
theft, and bank account manipulation. The 
structure of family offices and their desire for 
discretion makes tracking losses difficult.

Employees and wealthy individuals 
themselves are often not sufficiently educated 
about cybersecurity risk, and family offices lack 
cybersecurity technology and personnel. While 
they have recently started to hire outside experts 
to diagnose and monitor cyber risk, the position 
of ‘chief information security officer’ only exists 
for a few of the biggest family offices in North 
America, even though family offices can be 
found all over the globe. Cybersecurity tends to 
be addressed in reaction to a significant event, 
rather than proactively.

Family offices tend to overlook cybersecurity 
because of the common misconception that 
criminals only target larger corporations and 
governments. However, the way that family 
offices work puts them at a high risk of attacks.

Data analytics software and machine 
learning can now identify suspicious behaviour 
in high-risk operation areas such as accounts 
payable, payroll and expenses. Finally, 
although it goes against the grain of the way 
family offices have worked to date, separating 
specific roles – for example the management 
and recording of cash flow – prevents one 
individual from having too much control.

Regulatory knowledge and compliance 
is also becoming a much more important 
consideration for family offices, particularly 

given the ever-increasing scope and depth 
of anti-money laundering, counter-terrorism 
and tax avoidance regulations globally. Tax 
avoidance under AML regulations is seeing 
governments turning their attention to the rich 
and how they manage their finances, with 
many regulators already creating rules that 
include certain family offices and requirements 
for compliance.

In Switzerland, often a location of choice 
for family offices, family wealth management 
qualifies as financial intermediation under 
the Federal Act on Anti-Money Laundering 
(AMLA) if it is carried out in a professional and 
commercial manner (i.e. it creates a certain 
amount of revenue) and if the entity appoints 
employees who are outside of the family 
itself. Assuming a family office meets these 
conditions, it must be supervised for anti-money 
laundering (AML) either by the Swiss Financial 
Market Supervisory Authority (FINMA), or an 
approved Self-Regulated Organisation (SRO). 
And if the family office manages a pension 
fund in more than one jurisdiction, it must 
answer to the corresponding pension authority 
of the country in which the fund is based.  Many 
other examples exist for Singapore and the UK.

While there is a great deal of variation from 
country to country and from case to case, it’s 
clear that family offices are no longer under 
the radar in the way they once were. As their 
structures evolve, so do the laws that govern 
them. Anyone starting out in the family office 
business or working for a family office needs to 
make sure they have the information they need 
to operate effectively for their own benefit and 
that of their clients.

Education, professional advice, corporate 
culture, accountability and robust technology all 
help to reduce operational risk for family offices 
in a constantly changing financial landscape.

1 EY Family Office Guide https://www.ey.com/ Publication/
vwLUAssets/EY-family-office-guide- en/$FILE/EY-family-office-
guide.pdf
2 https://www.forbes.com/billionaires/


